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STATE OF OKLAHOMA
2nd Session of the 51st Legislature (2008)

SENATE BILL 1717 By: Barrington

AS INTRODUCED

An Act relating to public finance; amending Section
15, Chapter 266, 0.S.L. 2006 (62 0.S. Supp. 2007,
Section 41.5v), which relates to security risk
assessments of state agency information technology
systems; stating legislative intent relating to
funding of certain provisions; providing an effective
date; and declaring an emergency.

BE IT ENACTED BY THE PEOPLE OF THE STATE OF OKLAHOMA:

SECTION 1. AMENDATORY Section 15, Chapter 266, 0.S.L.
2006 (62 0.S. Supp. 2007, Section 41.5v), is amended to read as
follows:

Section 41.5v. A. The Office of State Finance shall create a
standard security risk assessment for state agency information
technology systems that complies with the International Organization
for Standardization (ISO) and the International Electrotechnical
Commission (IEC) Information Technology - Code of Practice for
Security Management (ISO/IEC 17799).

B. Each state agency that has an information technology system

shall annually conduct an information security risk assessment to
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identify wvulnerabilities associated with the information system. A
final report of the information security risk assessment shall be
submitted by each state agency to the Office of State Finance by the
first day of December of each year. The final information security
risk assessment report shall identify, prioritize, and document
information security vulnerabilities for each of the state agencies
assessed. Failure to comply with the requirements of this
subsection may result in funding being withheld from the agency.
State agencies shall use either the standard security risk
assessment created by the Office of State Finance or a third-party
risk assessment meeting the ISO/IEC 17799 standards and using the
National Institute of Standards and Technology Special Publication
800-30 (NIST SP800-30) process and approved by the Office of State
Finance. The Office of State Finance shall approve not less than
two firms which state agencies may choose from to conduct the
information security risk assessment.

C. The Office of State Finance shall report the results of the
state agency assessments required pursuant to this section to the
Governor, the Speaker of the House of Representatives, and the
President Pro Tempore of the Senate by the first day of January of
each vyear.

D. It is the intent of the Legislature to fully fund the

provisions of this section by appropriating or otherwise providing

not less than Three Million Dollars ($3,000,000.00) to the Office of
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State Finance for each fiscal year. Such funding shall be used

exclusively for the provisions of this section and for no other

purpose; provided, such funding shall be limited to the making of

assessments pursuant to the provisions of this section and shall not

be used to correct or remediate any wvulnerabilities or other issues

identified by or otherwise related to such assessments.

SECTION 2. This act shall become effective July 1, 2008.

SECTION 3. It being immediately necessary for the preservation
of the public peace, health and safety, an emergency is hereby
declared to exist, by reason whereof this act shall take effect and

be in full force from and after its passage and approval.
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