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 STATE OF OKLAHOMA 
 

1st Session of the 51st Legislature (2007) 
 
HOUSE BILL 1633 By: Joyner 
 
 
 
 
 

AS INTRODUCED 
 

An Act relating to technology; amending Section 1, 
Chapter 298, O.S.L. 2006 (74 O.S. Supp. 2006, Section 
3113.1), which relates to disclosure of breach of 
security of computerized personal information; 
expanding scope of law; specifying time for 
notification of breach of security; expanding 
definition of breach of security of the system; 
modifying definitions; adding definitions; providing 
exception for notification; establishing penalties 
for failure to provide notice; exempting agencies 
from penalty; authorizing the Attorney General to 
enforce the penalties; authorizing civil action; 
exempting financial institutions that are in 
compliance with certain interagency guidance; and 
providing an effective date. 

 
 
 
 
 
BE IT ENACTED BY THE PEOPLE OF THE STATE OF OKLAHOMA: 

SECTION 1.     AMENDATORY     Section 1, Chapter 298, O.S.L. 

2006 (74 O.S. Supp. 2006, Section 3113.1), is amended to read as 

follows: 

Section 3113.1  A.  Any state agency, board, commission or other 

unit or subdivision of state government agency or person that owns 

or licenses computerized data that includes personal information 

shall disclose provide notice of any breach of the security of the 
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 system following discovery or notification of the breach in the 

security of the data to any resident of Oklahoma whose unencrypted 

personal information was, or is reasonably believed to have been, 

acquired by an unauthorized person.  The disclosure notice shall be 

made in the most expedient time possible and without unreasonable 

delay, consistent with the legitimate needs of law enforcement, as 

provided in subsection C of this section, or any measures necessary 

to determine the scope of the breach and restore the reasonable 

integrity of the data system.  In no case shall notice be given more 

than forty-five (45) days following the determination of the breach 

unless otherwise provided in this section. 

B.  Any state agency, board, commission or other unit or 

subdivision of state government agency or person that maintains 

computerized data that includes personal information that the state 

agency, board, commission or other unit or subdivision of state 

government agency or person does not own shall notify the owner or 

licensee of the information of any breach of the security of the 

data system immediately following discovery, if the personal 

information was, or is reasonably believed to have been, acquired by 

an unauthorized person. 

C.  The notification required by this section may be delayed if 

a law enforcement agency determines that the notification will 

impede a criminal investigation.  The notification required by this 
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 section shall be made after the law enforcement agency determines 

that it will not compromise the investigation. 

D.  As used in this section: 

1.  “Breach of the security of the system” means unauthorized 

acquisition of or access to computerized data, including electronic 

files, media, and databases, that compromises the security, 

confidentiality, or integrity of personal information maintained by 

the state agency, board, commission or other unit or subdivision of 

state government an agency or person or causes or is reasonably 

believed to have caused loss, injury, risk of identity theft, or 

other fraud to an Oklahoma resident.  Good faith acquisition of 

personal information by an employee or agent of the state agency, 

board, commission or other unit or subdivision of state government 

an agency or person for the purposes of that entity agency or person 

shall not be a breach of the security of the system, provided that 

the personal information is not used or subject to further 

unauthorized disclosure; 

2.  “Personal information” means the first name or first initial 

and last name of an individual in combination with any one or more 

of the following data elements, when either the name or the data 

elements are not encrypted or redacted: 

a. social security number, 

b. driver license number, or 
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 c. account number, credit or debit card number, in 

combination with any required security code, access 

code, or password that would permit access to the 

financial account of an individual. 

Personal information shall not include publicly available 

information that is lawfully made available to the general public 

from federal, state, or local public records; and 

3.  “Notice” means one of the following methods: 

a. written notice, 

b. electronic notice, if the notice provided is 

consistent with the provisions regarding electronic 

records and signatures set forth in Section 7001 of 

Title 15 of the United States Code, and 

c. substitute notice, if the agency demonstrates that the 

cost of providing notice would exceed Two Hundred 

Fifty Thousand Dollars ($250,000.00), or that the 

affected class of subject persons to be notified 

exceeds five hundred thousand (500,000), or the agency 

does not have sufficient contact information.  

Substitute notice shall consist of all of the 

following: 

(1) e-mail notice when the agency has an e-mail 

address for the subject persons, 
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 (2) conspicuous posting of the notice on the agency’s 

web site page, if the agency maintains one, and 

(3) notification to major statewide media;  

4.  “Agency” means a state agency, board, commission or other 

unit or subdivision of state government; and  

5.  “Person” means any individual, corporation, partnership, 

sole proprietorship, joint stock company, joint venture, or any 

other legal entity. 

E.  Notwithstanding paragraph 3 of subsection D of this section, 

a state agency, board, commission or other unit or subdivision of 

state government an agency or person that maintains its own 

notification procedures as part of an information security policy 

for the treatment of personal information and is otherwise 

consistent with the timing requirements of this section shall be 

deemed to be in compliance with the notification requirements of 

this section if it notifies subject persons in accordance with its 

policies in the event of a breach of security of the system. 

F.  Notification as provided for in this section shall not be 

required if, after a reasonable investigation, the agency or person 

determines that there is not a reasonable likelihood of harm to 

consumers. 

G.  1.  Any person required to provide notice as required in 

subsection A of this section and who fails to do so within forty-

five (45) days following the determination of a breach or receipt of 
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 notice from law enforcement as provided in subsection C of this 

section shall be subject to a penalty not to exceed Five Hundred 

Thousand Dollars ($500,000.00), as follows: 

a. in the amount of One Thousand Dollars ($1,000.00) for 

each day the breach goes undisclosed for up to thirty 

(30) days and, thereafter, Fifty Thousand Dollars 

($50,000.00) for each thirty-day period or portion 

thereof for up to one hundred eighty (180) days, and  

b. if notification is not made within one hundred eighty 

(180) days, a penalty of Five Hundred Thousand Dollars 

($500,000.00). 

2.  The penalties for failure to provide notice as provided for 

in this subsection shall apply per breach and not per individual 

affected by the breach. 

3.  The penalties for failure to provide notice as provided for 

in this subsection shall not apply in the case of personal 

information in the custody of any agency. 

4.  The Attorney General is authorized to bring an action to 

recover the penalties provided for in this subsection.  In addition, 

the Attorney General may recover reasonable expenses and 

investigation fees.  

H.  A civil action may be instituted against a person to recover 

actual damages resulting from the failure to disclose in a timely 

manner to a subject person that there has been a breach of the 
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 security of the system resulting in the disclosure of personal 

information of the subject person.  

I.  A financial institution that is subject to and in compliance 

with the Federal Interagency Guidance on Response Programs for 

Unauthorized Access to Customer Information and Customer Notice, 

issued on March 7, 2005, by the Board of Governors of the Federal 

Reserve System, the Federal Deposit Insurance Corporation, the 

Office of the Comptroller of the Currency, and the Office of Thrift 

Supervision, and any revisions, additions, or substitutions relating 

to the interagency guidance, shall be deemed to be in compliance 

with this section.  

SECTION 2.  This act shall become effective November 1, 2007. 
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